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FOREWORD

T THE TIME OF THE EXECUTIVE SESSION THAT BROUGHT LEADERS FROM THE

Department of Homeland Security (DHS) together with those from

other federal, state, local and tribal agencies, DHS had just celebrated its

first year in existence. In that year, it had already taken significant steps to restruc-

ture and reorganize 22 federal agencies, all of which brought with them their own

distinct cultures, missions and goals. DHS has crafted a strategic plan for this new

agency while making important strides in advancing collaboration among the tens

of thousands of law enforcement agencies engaged in counterterrorism efforts.

Leaders within DHS have been among the first to
acknowledge that there is still much more work to
be done—work that depends on the strength of
partnerships with law enforcement at all levels of
government. It is important that readers recognize
that, as one executive session participant put it,
creating and running DHS has been like trying to
put the wings on a plane as it is taking off down
the runway. It is very much a work in progress.
The experts who gathered for the executive
session agreed that steady progress has not always
been easy: duplication of efforts, lack of coordina-
tion and sharing, and other challenges must con-
tinue to be resolved as the nation develops a more
comprehensive antiterrorism strategy. Defining
and communicating the roles and responsibilities
of each DHS directorate in enhancing terrorism
awareness, prevention, preparation and response
are the first steps in improving how that direc-
torate can work effectively with other federal agen-

cies and local, state and tribal law enforcement.

This white paper is largely based on the con-
ference proceedings and describes efforts to build on
existing models of collaboration, as well as some sug-
gestions for improving effective interagency coordina-
tion at many levels of responsibility. There are no easy
answers to the problems facing the nation’s law
enforcement and intelligence communities. It is hoped,
however, that this paper advances the discussion on
how best to integrate the diffuse resources and expert-
ise of all those engaged in the fight against terrorism.

The COPS Office and PERF are pleased to
present the findings and recommendations that the
executive session on DHS partnerships produced. It is
not surprising that the underlying principles that will
guide our reforms rest squarely on the progress we have
made in employing community-policing concepts to

solve problems and to forge meaningful collaborations.

MRAD  elesiuar

Carl R. Peed Chuck Wexler
Director, COPS Executive Director, PERF
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CHAPTER ONE

INTRODUCTION

N MARCH 1, 2003, soME 180,000 PEOPLE FROM 22 DIFFERENT FEDERAL

agencies, or components of those agencies, came together to form the

Department of Homeland Security (DHS).! Many agencies that com-

prise DHS came with their own astounding number of duties and mandates

unrelated to counterterrorism, as well as new responsibilities in addressing the

terrorist threat. Some came with long histories and cultures that have shaped

their agencies’ responses and approaches, while others were created from whole

cloth. The establishment of DHS was deemed the most comprehensive reorgan-

ization of the federal government since the Cold War.2

The impediments facing those tasked with creating
a fully integrated agency capable of preventing or
addressing terrorism are staggering. At the heart of
the challenge for DHS has been the need to become
immediately competent in all areas of counterter-
rorism while retaining component agencies’ origi-
nal and continuing duties. At the same time, DHS
is being asked to think strategically about how to
network with all relevant law enforcement agen-
cies and the people in their communities.

The critical link between federal authori-
ties and the public is local law enforcement. No
one has better direct ties with the community to
enhance reporting of suspicious activity, to coor-
dinate local preparedness efforts and to guard

against hate crimes and other forms of violence.

If community policing has taught us anything, it is
that engaging the community and collaboratively
solving seemingly intractable problems is the only
way law enforcement will be effective—whether in
controlling crime, reducing fear or identifying ter-
rorists who live and operate in our cities across the
nation. DHS and other federal agencies need to
work with local law enforcement to make that
happen.

Local law enforcement also is uniquely
positioned to protect communities by identifying
critical infrastructure in their jurisdictions that are
vulnerable to terrorist attacks. Yet there are no sim-
ple solutions for how DHS or other federal agencies
can effectively coordinate with more than 17,000

decentralized local law enforcement agencies—and

! For a history of DHS’s organization see http://www.dhs.gov/dhspublic/display?theme=59&content=4081.
2 White House. 2004. Remarks by the President on the One-Year Anniversary of the U.S. Department of Homeland Securi-

ty, March 2, 2004. Washington, D.C.
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myriad state and tribal authorities—and then inte-
grate those efforts with all other relevant federal ini-
tiatives. The first step may well be to ensure that
local law enforcement has the necessary resources,
training, technology and means for coordinating
with federal agencies to achieve DHS’s vision. They

must be full partners in the fight against terrorism.

The Project: Community Policing
in a Security-Conscious World

The Police Executive Research Forum (PERF),?
with support from the U.S. Department of Justice
Office of Community Oriented Policing Services
(COPS), has convened a series of five executive ses-
sions for law enforcement chief executives, other
policing professionals, government agency leaders
and policymakers to explore, debate and exchange
information. These sessions provide law enforce-
ment practitioners and homeland security person-
nel with opportunities to share and develop
effective strategies for addressing terrorism while
continuing to enhance community policing. The
discussions are captured in subsequent white
papers that are widely disseminated to law
enforcement and decision makers at all levels of
government.

Previous executive session discussions
resulted in white papers on Protecting Your Com-
munity from Terrorism: Strategies for Local Law
Enforcement. These sessions focused on the fol-
lowing topics:*

e Local-Federal Partnerships (November 2002,
Washington, D.C.);

e Working with Diverse Communities (June
2003, Chicago);

e Preparing for and Responding to Bioterrorism
(July 2003, Los Angeles); and

e The Production and Sharing of Intelligence
(December 2003, Washington, D.C.).

The Fifth Executive Session
On DHS’s one-year anniversary in March 2004,

PERF convened another executive session, Law
Enforcement Partnerships with the Department of
Homeland Security: Working Together to Address
Terrorism and Enhance Community Policing, in
Washington, D.C. Moderated by PERF’s executive
director, the day-and-a-half session featured
discussions about what is working and what can be
improved between law enforcement and DHS.?
The session was marked by lively exchanges

and frank debate about issues of notification, the

“This is the first time since
I've been on the job that

I ve been at a forum like
this to talk to folks ... who
do this everyday, and to be
Iworking on the issues]
with the FBI here too.”

—bGeneral Patrick Hughes,
Assistant Secretary, Office
of Infrastructure
Protection, Department of
Homeland Security

3 PERF is a nonprofit membership organization of progressive policing professionals dedicated to advancing law enforcement
services to all communities through experimentation and national leadership. Its members serve more than half the nation’s
population, and the organization provides training, technical assistance, research, publications and other services to its
members and the profession. More information about PERF can be found at www.policeforum.org.

4 At the time of this writing, the first four white papers in the series are available as a free download at www.policeforum.org
and www.cops.usdoj.gov. There will be a sixth white paper, funded separately by the National Institute of Justice, on part-

nering to prepare for and respond to critical incidents.

5 All participants’ titles and agency affiliations are listed as of the time of the executive session, unless indicated otherwise.
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usefulness of general threat warnings, intelligence
and data sharing, community policing principles,
how resources should be spent, issues of trust and
much more. Perhaps one of the earliest indicators
that the forum was a success was participants’
statements that this was the first time authorities
at this level, from such a diverse law enforcement
orientation, came together in a small working
group to identify the means for more effective
partnerships.

The executive session began with a discus-
sion of the mission and responsibilities of DHS;
the structure of homeland security functions at the
local, state, tribal and federal levels; and the factors
that comprise successful collaboration models.
The participants discussed realistic steps that all
represented agencies could take to improve com-
plementary prevention and response strategies—
strategies and tactics that build on effective
community policing principles.®

The session’s goals were primarily to pro-
vide counterterrorism professionals and govern-
ment policymakers with information about some
of the challenges and approaches to addressing ter-
rorism, and to elicit feedback that could inform
DHS’s long-term planning process and more
immediate efforts. It also was structured to high-
light areas in which DHS and other federal agen-
cies may need to reduce redundancy and better
coordinate efforts to provide improved support

for local law enforcement. As the session closed,

participants agreed to evaluate their approaches, as
well as rethink the best means for contacting and
assisting one another in light of the insights gained

at this forum.

What’s Ahead

This white paper summarizes participants’ discus-

sions at the executive session. It is written prima-
rily for local, state, tribal and federal law
enforcement agencies that have the potential to
work closely with DHS personnel and their com-
ponent agencies. It is also meant to provide DHS
leaders with useful information that can guide
their continued efforts to improve agency partner-
ships. The paper includes several sidebars to pro-
vide viewpoints written either by executive session
participants or other individuals on key topics or
concerns raised at the executive session that could
not be fully explored in the time allotted. These
sidebars provide a glimpse of what practitioners
experience in implementing policy, navigating a
labyrinth of government agencies and instituting
reforms meant to ensure greater public safety.
The following chapter, Chapter Two, pro-
vides a context in which the remaining sections of
this paper can be considered. It reviews the DHS
components’ missions and responsibilities. It is by
no means exhaustive and only hints at how com-
plex the agency is and the tremendous number of
mandates placed upon it. The chapter also reflects

how difficult it is to determine adequate measures

6 Federal agencies at the table included the Federal Bureau of Investigation, the Office of Community Oriented Policing Ser-
vices and the Department of Homeland Security. Representatives attended from the following DHS directorates: Homeland
Security Operations Center, Information Analysis and Infrastructure Protection, Federal Emergency Management Agency,
Immigration and Customs Enforcement, Office of Domestic Preparedness, Office of Research and Development, Office of
Science and Technology, Office of State and Local Government Coordination, United States Border Patrol, United States

Coast Guard and United States Secret Service.

The local, state and tribal agencies in attendance included Appleton (WI) Police Department, DC Metropolitan Police
Department, Fairfax County (VA) Police Department, Fayetteville (NC) Police Department, Los Angeles Police Department,
Massachusetts Office of Public Safety, DC Metro Transit Police, Miami Police Department, Montgomery County (MD)
Police Department, New York State Office of Public Security, Oregon State Police, Pasadena (CA) Police Department, Prince
William County (VA) Police Department, U.S. Capitol Police and Yavapai-Prescott Tribal Police.
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for evaluating success in countering the terrorist
threat and in building a truly integrated national
structure. This chapter reflects the organizational
structure and mandates at the time of the execu-
tive session. There have been several reorganiza-
tions and proposed reforms as this paper goes to
print that will continue to shape the evolution of
the agency.

Just as it is important to understand and
improve partnerships between local law enforce-
ment and DHS, it is also vital that other partner-
ships are fostered between local law enforcement
and other nonfederal partners (state and tribal
authorities, private security, community leaders and
countless stakeholders). Chapter Three briefly out-
lines local and state enforcement responsibilities,
as well as several examples of homeland security
collaborations, to demonstrate that the complex
and highly variable homeland security structures
at the local and state level make a one-size-fits-all
approach to partnerships very difficult. This chap-
ter discusses some of the many stakeholders (e.g.,
transportation systems, the military, tribal police,
colleges and universities, the private sector, build-
ing management and others) that law enforcement
at all levels of government must engage to enhance
critical infrastructure protection and public safety.
In reviewing the roles and responsibilities of law
enforcement in these partnerships, Chapter Three
also clarifies the challenges tribal, state and local
law enforcement face in addressing the threat of

terrorism while continuing to handle traditional

crimes, as well as how greater support for their
long-established policing functions can benefit
counterterrorism goals.

Chapter Four offers examples of how local
and state agencies are using DHS resources and
training to enhance terrorism response capabili-
ties. The chapter emphasizes the need for dual use,
flexible grants and resources, and the need for
regional approaches that support law enforcement
efforts. Also discussed are training gaps for street-
level officers and other needs that have not yet
been fully addressed. Special attention is paid to
local funding challenges and concerns about federal
grant processes.

Chapter Five provides an understanding of
what the remaining problems are regarding infor-
mation sharing between federal agencies and state,
local and tribal law enforcement; interoperability
and other communication concerns. The chapter
also reviews the DHS alert systems and how that
information is used by local law enforcement.
There is significant consideration of how informa-
tion-sharing mechanisms can be improved, how
new technologies can be employed, as well as the
need to reduce redundancy and confusion among
all involved agencies.

The white paper concludes with recom-
mendations for local, state, tribal and federal law
enforcement agencies as they partner with DHS
and navigate their new path in policing communi-
ties that are vulnerable to both traditional crimes

and terrorism.
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CHAPTER Two

THE MI1SSION AND RESPONSIBIUTIES OF THE
DEPARTMENT OF HOMELAND SECURITY

ANY FEDERAL AGENCIES DEDICATED TO DOMESTIC SECURITY ISSUES ARE

coordinated and overseen by the Department of Homeland Security

(DHS). The Homeland Security Act of 2002 and the first DHS strate-
gic plan outline the vision and mission statements, core values, principles, strate-
gic goals and objectives that guide daily DHS operations.” The establishment of
DHS was meant to provide coordinated terrorism threat information for local,
state, tribal and private sector entities. With the first year completed, DHS has
redoubled its commitment to have its component agencies build meaningful part-
nerships with one another, law enforcement and other first responders.® These
partnerships are essential to protect the nation from terrorist attacks and to
address criminal acts that plague U.S. communities. But this effort must be recip-
rocal: law enforcement agencies at all levels of government must fully understand
and accept one another’s resources, mandates and limitations. The executive ses-
sion participants soon realized that others around the table had assets and guid-
ance that they did not know existed or felt they could not access. It was not long
before connections were made and obstacles to access were overcome. The fol-
lowing section provides a brief overview of DHS resources and functions to pro-
vide all readers with a context in which to view the recommendations for sharing

and cooperation outlined in the remainder of the paper.

7 At this writing, the Homeland Security Act of 2002 (H.R. 5005) is available at http://www.dhs.gov/interweb/assetlibrary/
hr 5005 _enr.pdf. The Securing Our Homeland: U.S. Department of Homeland Security Strategic Plan (February 24, 2004)
is available at http:/www.dhs.gov/dhspublic/theme_homel .jsp.

8 Secretary Ridge’s One-Year Anniversary Speech, delivered at George Washington University on February 23, 2004, is avail-
able online at: http://www.dhs.gov/dhspublic/display?content=3204. Highlights of the department’s year-one accomplish-
ments are also available online at http:/www.dhs.gov/dhspublic/display?content=3241.
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DHS Mission

“The primary mission of the Department

s to—

(A) prevent terrorist attacks within
the United States;

(B) reduce the vulnerability of the
United States to terrorism; and

(C) minimize the damage, and assist

in the recovery, from terrorist

attacks that do occur within the

United States.”
Of note is that while DHS’s primary mission is to
address terrorism, there is no single government
agency dedicated solely to that end. Responsibili-
ties for homeland security are dispersed among
more than 100 different government entities.

Executive session participants discussed

the DHS mission and agreed that the concept of a
secure homeland should involve more than just
preventing or preparing for terrorism. They con-
tended that homeland security should entail
addressing any criminal act that will destabilize
U.S. communities, citing local crime issues such
as serial shootings, gang violence and drug traf-
ficking that also threaten public safety and create
fear among community members. Terrorists may
also engage in traditional crimes such as money
laundering, identity theft and illegal drugs to
finance and support their activities. Executive

session participants encouraged DHS to continue

to look for opportunities to more broadly define its
mission to assist local, state and tribal government
entities with crimes that can have an impact on

community and national security.

The DHS Five Major Directorates
and Responsibilities'®

The five major DHS directorates are
1) Information Analysis and Infrastructure
Protection,
2) Border and Transportation Security,
3) Emergency Preparedness and Response,
4) Science and Technology, and
5) Management.

Collectively these directorates are responsi-
ble for reducing America’s vulnerability, preventing
future attacks, and responding to and mitigating
the effects of attacks that do occur. The directorates
assess threats and develop intelligence, guard bor-
ders and airports, protect critical infrastructure and
coordinate emergency responses. There are also
several other entities that have been brought under
DHS authority that do not fall within a directorate
such as the United States Coast Guard. At this
writing, DHS is continuing to evolve, and other
agencies may well be created or modified. Each
agency now within DHS is tasked with helping to
provide greater security through improved intelli-
gence, coordinated efforts and cooperation. Below is

a brief overview of each of the directorates and other

? See H.R. 5005-8 the Homeland Security Act of 2002. At this writing the document can be found at http://www.dhs.gov/

interweb/assetlibrary/hr_5005_enr.pdf.

10 The structure of DHS described in this paper reflects its organization at the March 2004 executive session. As this paper
goes to print, readers can access more information about how DHS will be reorganized by accessing the DHS website (see,
e.g., Remarks by Secretary Michael Chertoff on the Second Stage Review of the Department of Homeland Security, July 13,
2005 at http://www.dhs.gov/dhspublic/display?content=4597). These organizational changes include “(1) formation of a
new, department-wide policy office; (2) significant improvements in how DHS manages its intelligence and information
sharing responsibilities; (3) formation of a new operations coordination office and other measures to increase operational
accountability; and (4) an important consolidation effort that integrates the Department’s preparedness mission.”
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DHS agencies.!! It is not a comprehensive listing, DHS shares with and uses information from

but rather a sketch to help put in perspective the  all intelligence-generating agencies. These include

discussions and recommendations that follow. the National Security Agency (NSA), the Central

Intelligence Agency (CIA) and the Federal Bureau of
“Having big-city police Investigation (FBI) (including the combined efforts of
departments rotate these and other agencies that run the Terrorist

through the [HSOC] watch
desk creates relationships
and information sharing
between local agencies and
DHS that fosters important
understandings of each
other’'s missions.”

Threat Integration Center). IAIP aggregates and ana-
lyzes information from multiple sources and then
uses the intelligence to help prevent terrorist activi-
ties. Its HSOC is a central point of connectivity for
intelligence in and out of DHS. The resulting threat
analysis and warning function is meant to support
U.S. decision makers. Executive session participants

— Richard Russell, Principal discussed how IAIP’s timely analysis and dissemina-

Deputy Director, Homeland
Security Operations Center,
Department of Homeland
Security

tion of information could provide useful warnings to
local, state, tribal and federal government agencies,
as well as the private sector and others to disrupt and
prevent terrorist acts.

IAIP coordinates partnerships with govern-
Information Analysis and Infrastructure ment, private and international stakeholders. It
Protection (IAIP)2 develops awareness programs, information-sharing
Among the TAIP component’s duties are informa- mechanisms and sector-focused best practices and

tion analysis, infrastructure protection and the guidelines to support services to these partners. IAIP

Homeland Security Operation Center (HSOC)  Serves as the primary contact for coordinating criti-
administration. The IAIP directorate identifies and ~ cal infrastructure protection activities within the
assesses potential threat information, establishes  federal government, including vulnerability assess-
relationships with the intelligence community, ~ ments, strategic planning efforts and exercises.!'?

issues threat warnings and advisories through the Within the IAIP there are many initiatives
HSOC, and determines and maps vulnerabilities in ~ to prevent terrorist attacks beyond their intelligence

the United States. fusion efforts. For example, the Analytic Red Cell

11 At the time of this writing, more information on the DHS directorates and DHS organizational structure can be found on
the DHS website (www.dhs.gov). The description in this paper of each directorate and other critical agencies was obtained
from DHS presentations at the executive session and from the DHS website.

12 TAIP was one of the new agencies created by DHS that did not previously exist.

13 For example, a cyber-attack on information and telecommunications systems can affect other critical infrastructure sec-
tors, including banking and finance, energy and transportation. Such an attack would likely cause widespread service dis-
ruptions, damage the economy and jeopardize public safety. IAIP unifies the cyber-security activities performed by the
Critical Infrastructure Assurance Office (previously part of the Department of Commerce) and the National Infrastructure
Protection Center (formerly within the FBI). IAIP enhances those resources with the response functions of the National
Cyber Security Division United States Computer Emergency Response Team (US-CERT). At the time of this writing, more
information on US-CERT can be found at www.us-cert.gov.
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Program uses an approach that exploits the talents
of individuals from various fields—including screen-
writers, best-selling authors, psychologists, philoso-
phers, academics, various terrorism experts and
employees of the CIA and FBI—in an attempt to
bring fresh insight to problems outside their respec-
tive disciplines.!* Participants draw on their life
experiences to think like terrorists and paint a pic-
ture when there are no specific dots to connect. The
Red Cell Program creates products that build on best
practices used by the defense and intelligence com-
munities to help analysts anticipate when, where

and how a terrorist might conduct an attack.

“The Information Analysis
and Infrastructure
Protection directorate
issues warnings, but we
need to learn more about
what law enforcement does
with that information and
whether it has value.”

—John Chase, Chier of StaffT,
Office of Information
Analysis and Infrastructure
Protection, Department of
Homeland Security

Border and Transportation Security (BTS)

BTS is responsible for securing borders and trans-
portation systems, enforcing immigration laws and
ensuring the flow of traffic and commerce. According
to DHS representatives at the session, BT'S conducts
immigration enforcement by deterring illegal immi-

gration, preventing terrorists and other criminal

aliens from entering or residing in the United States,

facilitating lawful entry, detecting and removing

those who are living in the United States in violation
of immigration laws and pursuing investigations.

BTS includes

¢ the Transportation Security Administration
(TSAJ;

e the Bureau of Immigration and Customs
Enforcement (which consolidates the Federal
Protective Services, the Federal Air Marshals
Service and the investigation and enforce-
ment arm of the former Immigration and
Naturalization Service);

e the U.S. Customs and Border Patrol (CBP)
(which consolidates U.S. Customs, the
inspection authority of the former INS, the
Animal and Plant Health Inspection Service
and the entire U.S. Border Patrol); as well as

e the Federal Law Enforcement Training Center
(FLETC).

TSA uses intelligence, regulations,
enforcement, inspection, and the screening and
education of security personnel for passenger and
shipping carriers to protect transportation infra-
structure. TSA also has statutory responsibility for
the security of more than 400 airports. With so
many duties and responsibilities, TSA looks to
local law enforcement to share information and
help protect transportation systems. It has reim-
bursed local law enforcement for security assis-
tance at airports and hopes to advance those
partnerships further in the future.

The primary responsibility of CBP is the
control and protection of the nation’s borders. CBP

has authority to provide border security as well as

14 Information on the Analytic Red Cell Program was obtained from the DHS’s Homeland Headlines e-newsletter on July

6, 2004, vol.3, no.5.
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screen all shipments entering coastal areas, sea-
ports and all other ports of entry. According to a
session participant, the U.S. Border Patrol has
about 11,000 patrol agents, with 10,000 located at
the southwest border and 1,000 along the north-
ern border at the time the working group convened
(CBP has approximately 41,000 total employees).
With so few resources, and the U.S. history of an
open-border policy, the agency has depended on
contributions from other law enforcement part-
ners with concurrent jurisdiction. Accordingly, the
U.S. Border Patrol created task forces and Integrat-
ed Border Enforcement Teams with local, state,
tribal and other federal law enforcement agencies
to act as force multipliers at the borders. The agency
also relies, in part, on state and local agencies’
equipment, technology, personnel and intelligence.

At this writing, there are an estimated 7
million illegal aliens in the United States, while the
Bureau of Immigration and Customs Enforcement
(ICE) has approximately 20,000 employees tasked
with identifying, investigating and removing illegal
aliens and contraband.!® Their efforts are meant to
reduce crime and America’s vulnerability to terror-
ist attack. ICE agents also work on preventing cer-
tain financial crimes, commercial fraud and
human rights violations. ICE maintains a number
of partnerships with state and local law enforce-
ment—varying in design and formality. Joint efforts
entail regular communication through various
mechanisms and even formal memoranda of
understanding (MOU) in certain states. In 2002, for
example, ICE, the State of Florida and the Florida
Department of Law Enforcement entered into the
first federal MOU to help improve information-
sharing and joint immigration enforcement efforts.

The collaboration is meant to enhance national

15 See www.ice.gov.

“As part of the Department
of Homeland Security, ICE
aims to work cooperatively
with state and local law
enforcement agencies to
enhance public safety and
national security. Many
police departments contact
ICE to request assistance
with aliens who commit
crimes while in the United
States illegally while police
departments in other
locations operate under
political mandates, often
issued by city councils,
which discourage or prohibit
cooperation with federal
immigration enforcement
officers. But ensuring
consequences for violations
of immigration laws is an
important tool for disrupting
criminal organizations and
preventing terrorist attacks.
When ICE and local agencies
work together to enforce
these laws, we reduce
criminal threats and
significantly improve public
safety in communities
across the country.”

—Michael Garcia, Assistant
Secretary, Immigration and
Customs Enforcement,
Department of Homeland
Security
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security and augment ICE personnel resources by
creating a cadre of specially trained state and local
law enforcement officers—deputized and organized
into several task forces—under the direction of
regional ICE supervisors.'®

ICE also established the Law Enforcement
Support Center (LESC)—operating 24 hours a day,
seven days a week—to coordinate information
gathered from the National Crime Information
Center (NCIC), the Interstate Identification Index,
and numerous other databases and criminal histo-
ry indexes. Serving as a national enforcement
operations center, LESC seeks to provide timely
information on the immigration status of foreign-
born individuals who are under investigation or
being detained. The LESC is not strictly a function
of ICE, but rather a product of DHS'’s larger infor-
mation-sharing effort. The center also provides a
range of informational and analytical services in
support of multi-agency investigations. In addition
to responding to inquiries from local, state and fed-
eral correctional and court systems on immigra-
tion status, LESC supports general queries on
potential criminal or terrorist activity, as well as
background checks for firearm purchases and
employment at sites considered to be potentially

vulnerable to terrorist attack.!”

Emergency Preparedness and Response (EPR)
The EPR directorate is tasked with continuing the
mission of the Federal Emergency Management
Agency (FEMA)'® and builds on its approach to
prepare the United States for large-scale domestic

critical incidents, natural disasters or terrorist acts.

EPR coordinates with first responders and oversees
federal response and recovery strategies. EPR
efforts are meant to help prevent or minimize the
loss of life and property and to protect institutions
by using a comprehensive, risk-based emergency
management program. It promotes disaster-resist-
ant communities by providing federal support to
local governments for securing infrastructures and
protecting the public. The “all-hazards” approach
is designed to enable flexibility in response, to
reduce the risk of harm and to coordinate proac-
tively with private industry, the insurance sector,
mortgage lenders, real estate professionals, home-
building associations, citizens and myriad other
stakeholders. EPR also brings together the Nuclear
Incident Response Team (formerly of the Depart-
ment of Energy), the National Domestic Prepared-
ness Office and Domestic Emergency Support
Teams (formerly of the Department of Justice), and
the Strategic National Stockpile and National Dis-
aster Medical System (formerly of the Department
of Health and Human Services). It coordinates and
works closely with state and federal response
teams outside the directorate, such as those at the
National Guard and Coast Guard.

Executive session participants represent-
ing DHS stressed the value of their being able to
draw on the expertise of FEMA. FEMA offers a
number of significant assets in their consequence
management role, including expertise in mitigat-
ing the impact of emergency incidents. It brings an

array of medical and other resources for disaster

16 More information on the Florida MOU and similar models of cooperation can be found in the second volume of this
series, entitled Working with Diverse Communities. A more detailed discussion of the local law enforcement role in immi-
gration enforcement, and concerns about its impact on police-minority community relations is also included in that paper,
which is available at www.policeforum.org or www.cops.usdoj.gov.

17 At this writing, law enforcement can contact the LESC at 1-866-DHS-2ICE.

18 At this writing more information on the Federal Emergency Management Agency can be found at www.fema.gov/.
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preparedness and response. At the time of this
writing, state homeland security directors are help-
ing the agency create more detailed plans for
threat-specific responses that integrate various dis-
ciplines and levels of government. The Emergency
Management Institute (EMI)—the training divi-
sion of FEMA—has also developed a national
training and evaluation system aimed at improving
the implementation of the National Incident Man-
agement System (NIMS) at the federal, state and
local levels. EMI has also set standards for addi-
tional training and is working to determine how
government agencies can review their progress and

performance.!?

Science and Technology (S&T)?°
The Science and Technology Directorate (S&T)

performs the primary research and development

“We need to recognize the
exceptional work of DHS
over the past year,
especially in the areas of
response and recovery; I
am also pleased to see
DHS’s increased focus on
prevention, particularily in
the areas of information
sharing and critical
infrastructure hardening.”

—Ronald Iden, Director,
Office of Homeland
Security, California

Governor’s Office

function for DHS. It provides federal, state, local
and tribal officials with information on new tech-
nology and the application of existing or declassi-
fied technologies to protect the homeland. S&T
also works directly with law enforcement agen-
cies to identify and develop technologies to pre-
vent, detect and mitigate the effects of terrorist
attacks and other hazards. It is involved in the
research, development and testing of vaccines,
antidotes, and diagnostics and treatment plans to
counter biological and chemical warfare agents—
often in collaboration with national laboratories
and academic institutions.

There were originally four offices within
S&T the Office of Programs Plans and Budget
(responsible for the planning and coordination of
all of the directorate’s research and development
efforts), the Homeland Security Advanced
Research Projects Agency (HSARPA), the Office of
Research and Development (responsible for the
administration and direction of the directorate’s
laboratories and research centers) and the Office
of Systems and Engineering Development
(responsible for overseeing the development of
advanced technologies systems and their imple-
mentation in the field).

In September 2004, DHS launched a fifth
S&T office—the Office of Interoperability and
Compatibility (OIC) to oversee public safety
interoperability programs and their effective inte-
gration at the federal, state and local levels.2! The
OIC serves as a central clearinghouse for govern-
ment agencies to gain information about and

assistance with interoperability issues. It is

19 More information regarding training and standards for implementation of NIMS and Incident Command Structures can
be found at http://www.fema.gov/tab_education.shtm or http://training.fema.gov/EMIWeb/.
20 At this writing, more information on the Science and Technology directorate can be found at www.dhs.gov/dhspublic/

display?theme=43&content=1087.

21 See DHS Today, September 29, 2004 or www.dhs.gov for more information on the launch of the OIC.
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responsible for supporting the development of
standards; establishing a comprehensive research,
development, testing and evaluation program to
improve public safety interoperability; coordinat-
ing all related DHS grants and ensuring that
states acquire the necessary funding to guarantee
improvement of interoperability; providing tech-
nical assistance; as well as overseeing the admin-

istration of the NIMS Integration Center.

Management

The Management Directorate of DHS is responsi-
ble for its budget, oversight and human resources
issues, including appropriations, funds expendi-
tures, accounting and finance; procurement; per-
sonnel; information technology systems; facilities,
property, equipment and other material resources;
and performance measures. Management is
responsible for ensuring that DHS employees
understand their responsibilities and how to com-
municate with other personnel and managers.
Within the directorate, the chief information offi-
cer and staff maintain the information technology
to keep more than 180,000 employees connected

so they can achieve their goals.

Additional DHS Components

A number of additional offices became part of DHS

after its creation. These other agencies do not fall
under a specific directorate, but instead exist as
independent entities under the larger department.
These components include the U.S. Coast Guard
(USCG); U.S. Secret Service (USSS); U.S. Citizen-
ship and Immigration Services (USCIS); and the

Office of the Secretary—with the last office alone
comprised of the following:

*  Office of the Chief Privacy Officer

e Office of Civil Rights and Civil Liberties

e Office of Counter Narcotics

e Office of General Counsel

e Office of the Inspector General

e Office of Legislative Affairs

e Office of National Capital Region Coordination
»  Office of the Private Sector Liaison

e Office of Public Affairs

*  Office of State and Local Government Coordi-

nation and Preparedness

U.S. Coast Guard (USCG)?

Prior to September 11, 2001, the USCG reported
to the Secretary of Transportation. As of March 1,
2003, the Commandant of the USCG has reported
directly to the Secretary of DHS.23 According to
participants, the move to DHS has been a positive
one for the Coast Guard; the agency moved to
DHS intact, has seen a 60 percent increase over its
pre-9/11 budget, and its missions are now more

closely aligned with the missions of its department

“Those operating around
ports need to be more
aware of security plans.”

—Jeffrey J. Hathaway, Rear
Admiral, Director of
Operations Policy, U.S.
Coast Guard, Department
of Homeland Security

22 The information for this text was obtained from executive session participants and the USCG website (www.

uscg. mil/USCG.shtm).

23 Consistent with existing law, upon declaration of war or when the President directs, the Coast Guard would operate in

the service of the Department of Defense.
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than they were pre-9/11 under the Department of
Transportation.

Executive session participants agreed that
there has been a productive long-term partnership
between local, state and federal agencies and the
USCG to handle maritime homeland security
issues. The USCG focuses its efforts on aware-
ness, protection, prevention and response.

The USCG provides multimission mar-
itime operational expertise as a military and law
enforcement organization. As one of the five
Armed Services, its missions include protecting
the public, the environment, and U.S. economic
interests—in the nation’s ports and waterways,
along the coast or in any U.S. maritime region, as
well as in international waters—to support
national security. It is important to remember
that the agency continues to have all of its search,
rescue and other nonterrorism-related duties as
well. USCG works particularly closely with local,
state and federal agencies in protecting the

nation’s ports.

U.S. Secret Service (USSS)*

Since March 1, 2003, the director of the USSS has
reported directly to the Secretary of DHS. The pri-
mary mission of the USSS continues to be the
protection of the President of the United States
and other government leaders, but includes other
duties as needed for securing national events, con-
ducting investigations and preserving the integri-
ty of financial and critical infrastructures. The
USSS has such added responsibility as guarding
against counterfeiting and safeguarding citizens

from credit card fraud.

“When I hear you say that
local law enforcement does
not have close contacts
with DHS, I think some
people are forgetting that
when they work with ICE,
the Secret Service or
others, we are DHS. We can
also help you get to the
right person in DHS if you
don’t know who to
contact.”

—Paul Kilcoyne, Deputy
Assistant Director,
Immigration and Customs
Enforcement, Department
of Homeland Security

Executive session participants discussed
the many new challenges for the USSS since Sep-
tember 11, including an increase in the number of
national events in which USSS holds a coordinat-
ing role. A governor can ask that an event be con-
sidered a “National Special Security Event”
(NSSE) with a formal request from the governor to
the Secretary of the Department of Homeland
Security. The request will then be forwarded to
the NSSE working group, which is made up of rep-
resentatives from the USSS, FBI and FEMA. The
working group will gather facts and make a rec-
ommendation to the Secretary, who will make the

final decision.?®

24 At the time of this writing, more information on the USSS can be found at www.secretservice.gov/ and contact informa-
tion for field offices could be found at www.secretservice.gov/field_offices.html.
25 A more detailed discussion of NSSEs can be found on pp. 43-44 in Chapter Four.
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U.S. Citizenship and Immigration Services
(uscis)y%

While the Border and Transportation Security
Directorate, through ICE, is responsible for
enforcing immigration laws, USCIS provides serv-
ices to immigrants and assists with their transi-
tion to citizenship. The USCIS director reports
directly to the deputy secretary of DHS. Through
the USCIS, DHS administers immigrant and non-
immigrant sponsorship, change of status, work
approval and other permits; naturalization of eli-
gible applicants for U.S. citizenship; and asylum

or refugee processing.

Office of State and Local Government
Coordination and Preparedness (OSLGCP)
Among the entities within the Office of the Secre-
tary is the Office of State and Local Government
Coordination and Preparedness. In May 2004,
DHS merged the Office of Domestic Preparedness
(ODP)?” with the Office of State and Local Gov-
ernment Coordination (SLGC) to create the Office
of State and Local Government Coordination and

Preparedness.?® The consolidation is meant to help

DHS accurately evaluate programs, exercise federal
oversight and disperse government-provided
resources efficiently. States and localities benefit
from the reorganization by being able to access a
unified and coordinated support office within DHS.

SLGC is meant to serve as a single point of
contact for first responders and emergency services
to coordinate DHS programs that affect state, local
and tribal governments, as well as nongovernmen-
tal organizations and associations. SLGC facili-
tates information exchange among state, local and
tribal homeland security personnel; identifies
homeland security-related activities, best practices
and processes; and uses this information to
advance counterterrorism.

The ODP component is responsible for
providing training to federal, state and local first
responders; allocating funds to purchase equip-
ment for counterterrorism responsibilities; sup-
porting and working with state, local and tribal
jurisdictions to plan and execute exercises; and
lending technical assistance to stakeholders to pre-

vent, plan for and respond to terrorist activities.

26 At this writing, more information on the Bureau of Citizenship and Immigration Services (USCIS) can be found at
http://uscis.gov/graphics/. The fiscal year 2003 Yearbook of Immigration Statistics, which contains a summary of immigra-
tion-related data, is available on the U.S. Citizenship and Immigration Services website at http://uscis.gov/graphics/
shared/aboutus/statistics/ybpage.htm. The yearbook contains statistics and explanatory text covering critical DHS immi-
gration-related activities from border enforcement to naturalization.

27 More information on the Office of Domestic Preparedness can be found at www.ojp.usdoj.gov/odp/.

28 More information on the Office of State and Local Government Coordination and Preparedness can be found at

www.dhs.gov/dhspublic/display?theme=38&content=3398.
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MEETING THE NEEDS AND ADDRESSING THE CHALLENGES OF
OUR STATE AND LOCAL GOVERNMENTS

Coordination and Preparedness, Department of Homeland Security

Since September 11, 2001, the President and Congress have provided almost $11.4 billion in home-
land security funding to states, territorial and local governments. Most of those funds have been
awarded under the State Homeland Security Grant Program (SHSGP), Law Enforcement Terrorism
Prevention Program (LETPP), Firefighters Assistance Grant Program and the Urban Areas Security
Initiative (UASI). When the President signed the Department’s Federal Fiscal Year 2005 budget it
allowed us to provide another $4 billion in homeland security funding, including $1.1 billion for
SHSGE $400 million for LETPP, $715 million for Firefighters Assistance Grant program, and $1.2
billion for UASI. We are proud to say that this is the second consecutive year in which the admin-
istration has asked for funds in the LETPP program to specifically assist the law enforcement com-
munity in their homeland security mission.

We have come a long way since September 11, 2001, and the subsequent creation of DHS,
but there is much more work to be done. Federal law enforcement has been meeting with its local,
state and tribal counterparts for years in an attempt to build stronger, more effective partnerships
to combat crimes such as drug trafficking and organized crime. With the formation of DHS and the
bringing together of 22 disparate agencies, the need for open lines of communication among the
many agencies involved in protecting our homeland is essential. We have made some impressive
strides already.

Routinely, officials from DHS are communicating with representatives from local and state
law enforcement discussing policy, operations and intelligence issues. We are constantly assessing
the national situation to ensure that state and local officials have the information and resources to
prevent, and if necessary, respond to threats and terrorist attacks.

We are providing our state and local partners with the secure communications equipment
(video, voice and data), so that agencies and departments at the federal level can better pass classi-
fied and other security information to decision makers and analysts within each state and territo-
ry. We provide state and local homeland security officials bulletins and real-time information
through our information sharing portal, the Homeland Security Information Network’s Joint
Regional Information Exchange System (HSIN-JRIES). This and other systems represent the fore-
front of technological advances in real-time information turned into actionable intelligence and dis-
seminated to agents and officers across the country. The Department is also working with State
Homeland Security Advisors to grant additional Secret-level clearances to state and local govern-

by Joshua Filler, Director, Office of State and Local Government 5
Y 4
V 4
V4
V4
' 4
U 4
' 4
o
)
o
[ J
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
o
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[ ]
[
[ ]
[ )
[ )
[
[ ]
[ ]
[ ]
[ ]

ment officials across the country.

VoL. 5: PARTNERSHIPS TO PROMOTE HOMELAND SECURITY
15



72772///7/7/

\\\\\\\\\\\“0.0ooooooooooooooooo

we face the ongoing threat of terrorism.

DHS is committed to ensuring that the necessary law enforcement, medical, fire and other
first-responder personnel are fully funded, equipped and supported as we work together to secure
the homeland. As new priorities arise with new challenges, it is important that DHS, other federal

law enforcement entities and their local, state and tribal counterparts continue to work together as

Office of Private Sector Liaison?®

Executive session participants discussed the criti-
cal role the private sector plays in preventing,
responding to and recovering from incidents. The
Office of Private Sector Liaison (within the Office
of the Secretary) provides a direct line of commu-
nication between the private sector and DHS. The
office is organized into five components: Border
and Transportation Security, Emergency Prepared-
ness and Response, Science and Technology, Infor-
mation Analysis and Infrastructure Protection, and
Regulation Review and Analysis. The Office of Pri-
vate Sector Liaison provides guidance on security
policies and regulations; works with federal labs,
research and development centers and academia to
develop innovative approaches and technologies;
and promotes public-private partnerships and best
practices. Personnel work directly with individual
businesses and through trade associations and
other non-governmental organizations to promote
an ongoing dialogue and to share information,

programs, resources and partnership opportunities.

Measuring DHS Success

Executive session participants discussed the work
achieved in DHS’s first year, including a complex

management structure, a new airport security system,

improved border operations and port security and
much more. At the one-year mark, DHS had also
published multiple reports, including the depart-
ment’s reorganization and strategic plans, as well
as procedures for local and state law enforcement
and other units of government to obtain funding.
DHS executives faced many obstacles: the trials of
working from temporary office space, many
unfilled senior-level positions, union-management
issues, under-funded mandates for DHS compo-

nent areas and more.

“The establishment of DHS
was like forming a large
corporation in one year.”

—Chuck Wexler,
PERF Executive Director

With the many challenges DHS has faced
in establishing a new department, it has simulta-
neously had to handle an anxious public and the
immediate needs local, state, tribal and federal law
enforcement agencies have for an integrated
response that draws on competencies not yet
developed. Executive session participants dis-
cussed the problems with how the government

would measure DHS success, given the difficulty

29 As this paper goes to print, more information on the Office of Private Sector Liaison can be found at www.dhs.gov/

dhspublic/display?theme=37 &content=3363.

PROTECTING YOUR COMMUNITY FROM TERRORISM: THE STRATEGIES FOR LOCAL LAW ENFORCEMENT SERIES

16



in proving that terrorist acts have been averted
through prevention and other efforts. Assessing a
department with more than 180,000 employees
that answers to 80 congressional committees and
subcommittees and other oversight at this writing
is daunting, particularly because it must address
tremendous immediate needs while starting a new
counterterrorism organization for the long term.
One measure of its success will be the extent to
which it is able to effectively enhance collaborations

with law enforcement at all levels of government.

CONCLUSION

DHS is committed to enhancing local, state and

tribal awareness of the roles and responsibilities of
each directorate and the resources and training
they provide. The relationship is symbiotic, as
DHS also relies on the homeland security efforts
at the local, state and tribal levels, including the
private sector. Executive session participants have

likened DHS'’s development to putting the wings

on a plane as it takes off down the runway. First
responders acknowledge that DHS is very much a
work in progress, but also expressed urgency in
receiving federal assistance that reflects their
immediate needs for funding and other forms of
support. It was evident from the session discus-
sion that many state and local agencies are still
unaware of the roles, responsibilities and
resources offered by the DHS component agen-
cies. Furthermore, even the federal agency repre-
sentatives acknowledged the need to better define
their duties and reduce redundancies and turf
issues. All agreed, however, that much progress
has been made and the benefits they will gain
from further coordination and collaboration will
greatly advance homeland security. A more
detailed discussion of how local law enforcement
has put to use some of the DHS resources des-

cribed above, as well as other assets, is provided in

Chapter Four.
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CHAPTER THREE

STATE AND LOCAL R

ESPONSIBILITIES

AND

MOoDELS FOR COOPERATION

UST AS LAW ENFORCEMENT AT ALL LEVELS OF GOVERNMENT MUST WORK WITH

DHS and other federal authorities to secure the homeland, similar efforts to

foster partnerships between law enforcement and other nonfederal stake-

holders are critical. These partnerships are the focus of this chapter. The follow-

ing sections reflect executive session participants’ discussions of cooperation

among state homeland security authorities, local and state law enforcement

agencies, and local departments’ initiatives with neighboring jurisdictions and

key stakeholders. The intent is to provide a broad overview of the types of coor-

dinated efforts that can advance counterterrorism work.

This chapter discusses state homeland security
models and plans, which vary considerably to
meet states’ specific needs for homeland security
protection. The differences among the states add
to the complexity of developing effective coopera-
tive and support efforts among all levels of gov-
ernment. State homeland security models are also
considered because of their role in disseminating
grants to police agencies. Based on lawmakers’
premise that the states best understand homeland
security needs, particularly for first responders
and emergency personnel, DHS provides funding
to state homeland security authorities to oversee
and distribute funds for counterterrorism efforts.
DHS also provides states with guidance on
improving their state and local homeland security

plans. Accordingly, local police and state law

enforcement need to continue building stronger
relationships with their state homeland security
authorities to inform the process and foster coop-
erative approaches.

The chapter then explores partnerships
among all first responders (fire, police, EMS and
others), as well as law enforcement collaborations
with such key stakeholders as transportation
authorities, the military, tribal agencies, colleges
and universities, private sector and private securi-
ty, delivery personnel and community leaders.

Finally, local law enforcement concerns
about how to meet counterterrorism duties while
maintaining traditional law enforcement func-
tions are reviewed, with particular emphasis on
how community policing principles can advance

both anticrime and counterterrorism efforts.
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State Homeland Security Models

States, just like the federal government, are design-
ing and implementing homeland security agencies
and functions. Each state is organizing itself in
accordance with its needs and resources, resulting
in a great deal of variation across the states. Imme-
diately after September 11, each governor appoint-
ed a homeland security advisor to serve as a liaison
with DHS. Subsequently states have moved in a
variety of directions to meet the day-to-day
demands of homeland security. Some states have
established independent departments of homeland
security; others have designated existing agencies,
such as law enforcement, emergency management
or national guard to assume homeland security
responsibilities. Along with variation in organiza-
tional structures, there exist tremendous differ-
ences in the backgrounds, expertise and
perspectives of state homeland security directors
and advisors. These individuals come from many
disciplines, including law enforcement, military,
public health, fire, emergency management and
even the private sector. Their professional orienta-
tion may well influence how they define homeland
security, organize state resources and develop plans
for allocating federal grant dollars.30

State homeland security directors are still
developing and shaping the scope of their mission,
roles and responsibilities. Each state homeland
security director has developed a state strategic

plan, many of which promote public safety and

protect critical infrastructure. According to a state
homeland security representative at the session,
the priorities of each state may also include such
local crime issues as combating gang violence, car
thefts, drug activity and burglaries. Executive ses-
sion participants recommended that state home-
land security directors focus on an all-hazards
approach to preparedness that would address any
critical incident, whether it is a wildfire, a hurri-
cane or a terrorist attack. The primary focus at the
state level should be to bring all agencies to the
table, have an open dialogue and reach some con-
sensus on implementation. State homeland securi-
ty directors at the executive session indicated that
they look to other states to replicate models and
best practices. For instance, some states look to
California because it has had extensive experience
in multi-agency and regional partnerships to han-
dle such critical incidents as large-scale fires and
earthquakes. Participants believed DHS could pro-
vide valuable resources to facilitate greater infor-
mation sharing and best practices.

One of the greatest challenges for state
homeland security directors has been trying to
coordinate the many different first responders and
other stakeholders needed to address each poten-
tial threat. The homeland security directors often
have inadequate staff to fully meet operational
goals and to handle the inestimable needs of each

jurisdiction.

30 See www.nga.org/cda/files/homestructures.pdf for the document Overview of States Homeland Security Governance,
which gives information on homeland security task forces, state homeland security websites, legislation, executive orders
and other relevant sources. The National Governors’ Association has developed materials that provide a comprehensive
overview of state homeland security governance and a listing of state homeland security organizational structures.
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HOMELAND SECURITY’S MOMENT IN TIME

7,
/
/
/
by George Foresman, Deputy Assistant to the Governaor, /
Office of Virginia Governor Mark R. Warner /
“Ours is a moment in time” is my favorite phrase to describe our collective local, state, federal and ;
private sector initiatives in this post-September 11, 2001 era. It is followed closely by “it is not a ,
case of ‘either or’, but instead it is a matter of ‘and’” when describing what we need to do to make P 4
ourselves safer and more secure. We must ensure the collective improvement of the wide range of P 4
disciplines responsible for safety and security—police, fire, public health and emergency manage- U 4
ment, to name a few, as well as similar private sector elements. We will not be successful if our 14
focus is on a single element of preparedness to the exclusion of our broader capability. :
In addition to the trauma and horror associated with the terrorist attacks, first responders o
have had to grapple with a new reality in how they police and serve communities at risk of future o
terrorist attacks. There has been much angst associated with our national reaction to the events of i
September 11, 2001. The angst comes in large part from change. A new organization at the feder- :
al level called the Department of Homeland Security (DHS) has set in motion a new way of secur- °
ing the nation. Demands for improved coordination and information sharing “vertically” between i
the levels of government and “horizontally” among agencies within each level of government is :
requiring entire disciplines and personnel to adjust to various agency cultures. They must reorient °
to an approach in which information is gathered during a law enforcement investigation to be wide- o
ly shared like never before for prevention instead of prosecution. :
Change is never easy. It is made even more difficult by a continuing threat environment, °
an insatiable national appetite for highlighting the inevitable problems that come with adjustment, :
and the desire of leaders and the public to regain the sense of security Americans held before the °
September 11 attacks. °
Virginia considered these and other factors in charting a course for change as a result of the :
“focus on homeland security.” Our approach is simple: provide leadership for a change in culture °
among our citizens, our local governments, entire communities, disciplines and state government. ®
When Governor Warner established the Office of Commonwealth Preparedness in 2002 the :
mandate was clear: We must improve Virginia’s preparedness for emergencies and disasters of all °
kinds, including terrorism. The idea was not to create a new bureaucracy, but rather to work with e
existing successful structures and processes to create an “all-risk” enterprise approach. It needed to :
be nimble enough to manage a full range of risks—from the daily event in a single community to °
a large-scale occurrence affecting many people, including drugs, gangs, natural disasters and acci- :
dents. To be successful, we are reducing the stovepipes and agency turf battles to create a truly °
°

statewide and disciplined approach to keeping Virginians safe and secure.
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The approach is one of “and.” Communities and myriad disciplines, the private sector and
government, individuals and families. The effort is not about any one individual or group—but all
those living, visiting and doing business in Virginia.

The enterprise approach, however, has a serious vulnerability—that is, it is only as strong
as its weakest link. The goal is to advance all facets of prevention and preparedness from the ordi-
nary to the extraordinary, responsive to the risks posed by terrorism while still addressing the full
range of other risks facing Virginians every day. Equipment, education, training, exercises and plan-
ning are all part of the effort.

Homeland security is less about who gets what and plays which role and more about what
actually gets done. This is our greatest challenge in Virginia and arguably the nation. In the post-
September 11 environment organizations are confronted with legitimate concerns about missions,
funding and turf. That is healthy. It promotes discussion and competition. If managed effectively,
discussion and competition are powerful tools for improvement. And improvement is what is need-
ed to confront both the threat of terrorism and the need to provide a more effective approach to pre-
venting, responding to and recovering from emergencies and disasters of all kinds.

I remember September 11 vividly. I also remember September 12, 2001. This nation was
united in common purpose. Despite our grief, we stood resolute in our determination to preserve
the values we cherish most. Ours was, and still is, a common purpose. We draw on that common
purpose every day to get beyond the real and very difficult obstacles to setting in motion the cul-
tural change among individuals, disciplines, organizations and levels of government that is needed
for our long-term success. We use this common purpose to move from conflict to consensus in the
hope that we can take concepts for improvement and translate them into completion.

We must not let the pursuit of perfection get in the way of progress. We have made great
strides, yet there is much more that needs to be done. The effort will go on long after my contri-
butions and that of others. The job right now is to put in place the solid foundation that will sup-
port what will certainly be a long-term endeavor. This will not be an easy transition for Virginia.
Homeland security is not a function or an organization. It is a culture. Everyone has a role. We

must define those roles. It is after all “our moment in time.”

oooooooooooooooooooooooOOl"”,////////

State Homeland Security Plans

needed to implement them. To that end, DHS has

State homeland security directors are tasked with
determining how to protect the public and infra-
structure, while assessing how DHS can assist their
efforts. Identifying the nature and scope of federal
assistance means that states must formulate com-

prehensive plans and then detail what support is

requested that each state develop a homeland secu-
rity plan based on its unique needs, resources and
vulnerabilities. Executive session participants
encouraged DHS to produce standards and detailed
direction on how to best structure these state home-

land security plans, and how to evaluate them.
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Planning is an iterative process in which
information from one level of government contin-
ually influences the other. State and local executive
session participants discussed the information
they need from DHS so their agencies can develop
meaningful security plans to prevent or disrupt a
terrorist attack. Many local law enforcement par-
ticipants reiterated that they need more informa-
tion on which threats DHS considers the most
urgent for their region (e.g., truck bombs, hijack-
ings, bioterrorism, nuclear weapons), and when
possible for their jurisdiction. They also agreed
that states have to look at the intelligence they
receive from federal agencies to allocate resources
to the areas that draw the greatest threat. Recog-
nizing that this is a fluid process in which threat
levels and targets change, participants believed
DHS could play a greater role in helping states base
their homeland security plans and structures on
known threats. To the extent possible, states are
looking to DHS for guidance that is based on cred-
ible information and intelligence.

Local law enforcement agencies are also
requesting more guidance and responsiveness
from, and stronger relationships with, their state
homeland security authority. They want a greater
voice in public safety plans and in how resources
are allocated. In turn, state homeland security
directors are requesting that local law enforcement
agencies be patient while they formulate these
state homeland security plans and develop rela-
tionships with DHS and other jurisdictions. State
homeland security directors also request that each
of their localities submit fully completed paper-
work when applying for funding to ensure timely

submission to DHS.

Local Responsibilities and Models
Used for Cooperation

Ultimately, each local law enforcement depart-
ment is responsible for addressing crime and the
threat of terrorism for its jurisdiction. The local
agency may obtain DHS funding and assistance
from its state homeland security authority, but
decisions on how to allocate the police agency’s
resources and set priorities for terrorism preven-
tion and preparedness (with consideration for
other demands for police services) fall to local law
enforcement. The local police department person-
nel who perform the homeland security function
largely shape those determinations, so it is impor-
tant to understand how agencies staff these posi-
tions or activities, as well as how that organization
can influence partnerships.

There are many homeland security struc-
tures that can be found in local agencies. In some
local law enforcement departments there is a
homeland security representative who only handles
counterterrorism responsibilities.3! In other local
agencies, an individual fills that position, but also
handles his or her other duties. For instance, the
homeland security representative may be assigned
from the intelligence unit, drug unit, gang unit or
special tactical unit. He or she may also be the Joint
Terrorism Task Force (JTTF) representative for that
jurisdiction. Oftentimes the chief executive assigns
this individual to be the primary contact for the
state homeland security director and for DHS and
other federal agencies. Chief law enforcement exec-
utives understand how time-consuming the home-
land security representative’s role can be and the

need for adequate staffing and sufficient resources.

31 In large agencies this function may be coordinated by several people.
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Some local police participants stated they
do not have a strong relationship with their state
homeland security director. However, some of
these agencies have positive interactions with DHS
personnel or use their JTTF to obtain information
on issues affecting their area. Some of these local
law enforcement participants reported building
relationships with DHS in Washington, D.C. that
are not utilized by their states. The complexities of
how local agencies are coordinating and planning
with their counterparts in other local agencies,
with their state authorities and with federal agen-
cies will shape how they function and what assets
they have to draw on.

Some local law enforcement agencies are
integrating their homeland security efforts with all
other critical incident planning, such as hurricanes,
fires, earthquakes, riots and more. The Los Angeles
Police Department’s (LAPD’s) homeland security
function was originally organized as the “Counter-
terrorism Bureau.” LAPD changed the bureau name
to the Critical Incident Management Bureau to
reflect that preparedness for terrorism is largely the
same as it is for many other types of critical inci-
dents. Participants believed the key to success again
rests with sharing information with other jurisdic-
tions and then tailoring elements of best practices

to the unique needs of an agency and jurisdiction.

Partnerships with Other
Jurisdictions and First Responders

The challenge of homeland security is building
partnerships among diverse disciplines and multi-

ple levels of government. Local law enforcement

agencies, to varying degrees, coordinate counterter-
rorism efforts with neighboring jurisdictions, state
and tribal agencies and engage other disciplines
such as EMS, fire, public health and the private
sector to enhance public safety. Executive session
participants stated that all agencies should partici-
pate in developing a regional threat assessment and
a shared response plan to critical incidents in their
area. In areas where state authorities or local agen-
cies have not already formulated regional
approaches, executives should encourage regional
or statewide law enforcement associations to sup-
port meaningful discussions about policies, prac-
tices, operations, plans and mutual aid in
anticipation of a multijurisdictional incident. Each
law enforcement agency needs to determine
whether it can develop memoranda of understand-
ing (MOUs) or other mutual aid agreements with
area agencies.32

State homeland security directors can assist
local agencies and regional response teams by coor-
dinating the resources and expertise that could be
directed to problem areas and stated needs. DHS
can also offer assets to these regional partnerships.
Though there are many successful examples, Cali-
fornia is among those that use such a strategy for
obtaining funding and deploying resources. It has
long engaged in regional and statewide collabora-
tions for national disasters. Other states—including
Massachusetts, Pennsylvania, and Kentucky—also
require regional coordination for grant applications
and to ensure a statewide plan is supported by indi-

vidual efforts (see sidebar on p. 55).

32 A resource for planning law enforcement responses that cross agency boundaries is Murphy, Gerard R. and Chuck Wexler
with Heather J. Davies and Martha R. Plotkin. October 2004. Managing a Multijurisdictional Case: Identifying Lessons
Learned from the Sniper Investigation. Washington, DC: Police Executive Research Forum. The guide includes suggestions
for coordinating the media, shift scheduling and other functions with neighboring jurisdictions before an incident occurs.
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Law enforcement executives from neigh-
boring jurisdictions can conduct conference calls
or schedule regular meetings to develop and adjust
regional homeland security plans and to share
what has worked and what has not in other haz-
ardous incidents. Participants also suggested that
executives hold conference calls that include gov-
ernment agencies (fire department, EMS, school
officials) as well as other relevant stakeholder
groups to keep them informed and involved in key

decisions that will affect them.

Working with Others to Protect
Critical Infrastructure

Protecting critical infrastructure, important assets
and systems is vital to national security, public
health and safety, the economy and citizens’ qual-
ity of life. The Information Analysis and Infra-
structure Protection (IAIP) directorate is the
primary DHS component responsible for coordi-
nating critical infrastructure protection, including
vulnerability assessments, strategic planning

efforts, training and exercises.

“There is nobody that
knows critical infra-
structure more than the
chief of police and street-
level officers.”

—William Parrish, Liaison to
the Federal Bureau of
Investigation, Department
of Homeland Security

Executive session participants empha-
sized that protecting critical infrastructure is the
shared responsibility of federal, state, local and
tribal government, as well as the private sector.
Unprecedented partnerships that support multi-
jurisdictional, multidisciplinary efforts must be
encouraged at every level of government to
address key vulnerabilities across the nation.
These collaborations must include
* transportation systems,

* military assets,
e tribal authorities,
e colleges and universities, and

e the private sector.

While this list is not exhaustive, these cate-
gories represent some of the most compelling needs

for partnerships to address the threats of terrorism.

Transportation Systems

Concern that the terrorist attacks on domestic and
international passenger systems in other countries
(bombings in London and Paris subways, the Tokyo
sarin gas attack, bus bombings in Israel, train
bombings in Moscow and Spain) will be repeated
in the United States has shaken the American pub-
lic’s sense of security. To grasp the enormity of the
task, one only needs to consider that according to
the Department of Transportation’s Federal Transit
Administration (FTA), in one month, urban rail
transit moves more passengers than U.S. airlines
move in one year.3? Terrorist attacks and other dis-
ruptions to transportation systems can yield heavy
causalities, damage the economy and shut down

government and critical operations.

33 At the time of this writing, more information on the FTA can be found at www.fta.dot.gov. Through the FTA, the feder-
al government provides financial assistance to develop new transit systems and improve, maintain and operate existing sys-
tems. It also oversees and provides federal funding for training and security efforts.
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“Before I joined DHS Id
take the train from DC to
New York and look out the
window at the sights. After
I joined DHS and had an
appreciation for exactly
what critical infrastructure
is, |l was able to see just
how many potential
targets there are on just
that short trip. I don’t think
most people have an
appreciation for how much
critical infrastructure is in
the commmunities where we
live.”

—John Chase, Chief of Staff,
Information Analysis and
Infrastructure Protection,
Department of Homeland
Security

The Transportation Security Administration
(TSA) has regulatory authority and security
responsibility for all modes of transportation, and
works with the FTA and 10 other of its component
agencies to safeguard their respective infrastruc-
tures. Executive session participants discussed their
perception that TSA is being too aviation-centric
and less visible in port security and cargo protection

in their jurisdictions. They also recommended

making freight and passenger rail transportation
systems a priority. Finally, local and state session
participants called on TSA to clarify its overall
responsibilities and those of its component agen-
cies as they relate to state and local law enforcement.
Executive session participants also recommended
that the DHS Science and Technology directorate
continue to work with transportation security
agencies across the country to provide effective
monitoring, screening and other devices that will
facilitate prevention, response and recovery efforts.

One executive session participant indicat-
ed that some regional funding efforts, even UASI
grant programs, could be hard for urban rail transit
systems to access. Transportation system adminis-
trators need to be involved when government lead-
ers and emergency management directors allocate
homeland security resources, particularly when a
transit system crosses jurisdiction and/or state
boundaries.

Since prevention efforts will not always be
effective, local law enforcement must work with
DHS, transportation industry authorities and
other key players to plan and practice an effective
response to terrorist attacks on passenger and
shipping systems.3* While transportation officers
would most likely be the initial responders to a
critical incident on their system—whether a ter-
rorist attack or an accident—officers from local
law enforcement and other first responders would
also be dispatched to secure the perimeter, pre-

serve the crime scene and transport victims to

34 For example, the Washington, DC Metropolitan Transit Authority (WMATA) is the second largest rail transit system in
the United States, with on average more than a half-million weekday riders. Many of these riders’ destinations are stations
located within or near potential terrorist targets. These targets are located within eight jurisdictions that are served by
approximately 25 law enforcement agencies. More information on the WMATA can be found at www.wmata.com/
about/metrofacts.pdf. In addition, in the event of a critical incident on the Metro transit systems, there is a high likelihood
that Amtrak police would also respond because they share equipment and jurisdiction with Metro Transit in several sta-
tions located in Maryland, Virginia and the District of Columbia. Many law enforcement agencies that serve WMATA are
developing a model that can be considered by other transportation systems around the country.
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nearby hospitals. Further, numerous federal agen-
cies (the FBI, DHS, TSA, DOT) and several non-
police government organizations (CDC, state and
local departments of public health) may also be
involved, particularly if the incident involves a bio-

logical or radiological attack. These many players

oooooooooooooooooooooooOOOOIIII,///////

must plan and practice a coordinated response.
Some local law enforcement participants stated
that they participate in tabletop exercises and
cross-train with transit officers, but they encourage
collaboration that integrates all regional agencies

across disciplines and full-scale practice exercises.

IMPROVED RAIL SECURITY THROUGH PARTNERSHIPS
WITH HOMELAND SECURITY

by Jacqueline Litzinger, Commander of Infrastructure Protection,
CSX Transportation

The infamous terrorist attacks of September 11, 2001 and subsequent threats have posed enor-
mous challenges to the world’s security forces. Among these forces, the railroad industry recognized
that the ongoing threat of terrorism must be dealt with assertively. CSX Transportation, the largest
rail carrier in the eastern United States has played a leadership role in this war on terror.

CSX Transportation, in conjunction with the Association of American Railroads (AAR),
began working on a comprehensive security plan immediately following September 11 that would
help ensure the safety and security of the U.S. rail infrastructure, its personnel, the communities
through which it operates and the products being delivered to virtually every eastern community,
including vital military shipments to U.S. ports for transport overseas.

CSX is promptly complying with all federal regulations concerning the shipment of hazardous
materials. Security plans are constantly being revised and amended to ensure all mandates are met or
exceeded. These measures include awareness training for all employees and a plan that addresses per-
sonnel security, unauthorized access countermeasures, en route safekeeping of hazardous materials

and a recordkeeping system that is updated often enough to reflect changing circumstances.
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Information Sharing

CSX employs a railroad police force of commissioned or certified officers with interstate authority
under 49 USC section 28101,%> who work very closely with numerous law enforcement agencies
throughout the rail network. CSX police and other railroad police departments share information
and conduct joint planning activities and operations through the International Association of
Chiefs of Police’s (IACP’s) railroad police section. Personnel also work closely with other first
responders by participating in various local domestic security task forces and intelligence groups.
At the federal level there is a railroad industry representative serving on the FBI’s Nation-
al Joint Terrorism Task Force to ensure the flow of vital information to the rail industry. There is
also a railroad industry representative serving at the AAR Operations Center, a 24-hour emergency
response center that acts as a link between the railroads and the national security intelligence com-
munity. CSX and other members of the rail industry rely heavily on timely, accurate intelligence
from numerous sources, including the Department of Defense (DOD), Department of Transporta-
tion (DOT), IACP, DHS, Transportation Security Administration (TSA), FBI, CIA, the Military Sur-
face Deployment and Distribution Command (SDDC), etc. Although these entities contribute
information to the AAR Operations Center, they often share a direct relationship with CSX as well.

Classified information is received through secure communications.

Special Units

CSX Transportation has further strengthened our rail infrastructure by creating a new Infrastruc-
ture Protection Unit (IPU). This unit combines the resources of the railroad’s police forces and haz-
ardous materials professionals, aligning them to deal with the threat of terrorism. This
collaboration will strengthen CSX’s awareness and ability to respond to threats or attacks.

CSX also created a highly specialized railroad-specific Rapid Response Team. This team is
composed of members within the police department. The team’s primary mission is to protect the
rail infrastructure and assets against terrorist activity. The members are strategically positioned
throughout the CSX rail network for quick response to an incident or deployment for a special secu-
rity event. Extensive training in such anti-terrorism efforts as tactical and counter-intelligence, as
well as how to work with canine units, hazardous materials specialists and transportation special-
ists, make this team a highly prepared SWAT force.

CSX Transportation collects information that could be related to possible international or
domestic terrorism. This information must be processed, analyzed, investigated and stored by the

IPU. Information concerning security plans, threat intelligence and major event planning is

35 State laws differ widely with regard to railroad police authority. Most states grant a special police commission
issued by the Governor. In some states, such as Florida, railroad police take the certification examination prior to
receiving their commission. USC 49, section 28101 allows railroad police who are employed by a rail carrier, and
certified or commissioned under the laws of a state, to enforce the laws of any jurisdiction in which the rail carrier
owns property. This is to protect employees, passengers and patrons of the rail carrier; property moving in interstate
or foreign commerce; and the personnel and equipment moving by rail that is vital to our nation’s defense.
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disseminated by the IPU to enhance coordination among all relevant departments or agencies. The
IPU and the rapid response team members rely on quality information and make every effort to
contribute any knowledge they have that may be helpful to others.

CSX Transportation’s Police Communications Center receives and addresses an average of 14,000
emergency and non-emergency calls per month. A sophisticated “real-time” monitoring system
enables these communications personnel, as well as others working to keep the railroad safe and to
maintain a constant surveillance of certain critical infrastructure. The system has received acclaim

from both international and domestic security authorities.

Partnerships

The keystone of CSX’s security effort is not the sophisticated monitoring systems, or even its com-
prehensive security plan, but rather the partnerships that CSX shares with homeland security pro-
fessionals, including local and state law enforcement agencies. The war on terror is one that must
be waged in a concerted and coordinated effort among all law enforcement, security, military and
critical infrastructure industry partners. CSX Transportation has benefited from and contributed to
these essential collaborations. By working jointly with the TSA, security of cargo is enhanced. By
working with the U.S. Coast Guard and the nation’s ports served by CSX Transportation, we are
strengthening and protecting our bridges, waterway accesses and rail lines entering the ports. CSX
is also partnering with U.S. Customs to better secure the shipment of cargo in transit from foreign
shores through an agreement known as Customs-Trade Partnership Against Terrorism (C-TPAT), a
joint government-business initiative to strengthen overall supply chain and border security.

After September 11, 2001 many communities began performing “vulnerability assess-
ments” to determine the risk they face from terrorists who may be operating virtually anywhere.
CSX Transportation recognized that there was a need for an adequate “rail vulnerability assessment
tool” to allow communities to make informed and realistic evaluations of railroad facilities. CSX
recognizes that the day has long passed when the railroad was a central part of every American’s
life, when railroads were as familiar and well understood as the Internet is today. One of the tools
that the IPU developed while working with the Florida Department of Law Enforcement and Flori-
da’s Orange County Sheriff’s Office Homeland Security Team was a rail appendix for the Home-

land Security Comprehensive Assessment Model (HLS-CAM).3¢ This is just one example of how

36 The HLS-CAM was developed by the National Domestic Preparedness Coalition Incorporated (NDCPI). NDCPI
is a non-profit, public/private partnership, whose leadership includes the Orange County Sheriff’s Office, Orange
County, Florida, West Virginia University School of Medicine and the West Virginia National Guard. NDCPI has
entered into an agreement with Datamaxx Professional Services, Inc. (DPS) to provide training on the NDPCI
Homeland Security Comprehensive Assessment Model (HLS-CAM). Under this agreement, DPS will offer nation-
wide training to public safety officials and private corporations in the application of the HLS-CAM. The HLS-CAM
is a methodology to systematically rank the critical infrastructures, facilities and events of a chosen community,
determine the vulnerabilities of each ranked item and provide the framework for developing a comprehensive plan
to address those vulnerabilities. Agencies and corporations interested in registering for HLS-CAM Training Seminars
can e-mail hlstraining@datamaxx.com or visit the DPS website at www.datamaxx.com.

The IPU and special teams are also supported by improved surveillance mechanisms. The 5
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safety.

cific issues before an incident occurs.
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comprehensive partnerships with homeland security forces are helping to improve our nation’s

Other partnerships feature training and resource sharing. CSX Transportation has provid-
ed training for many years and continues to educate emergency responders about the unique nature
of the railroad operating environment and the equipment commonly used. The Railroad Security
Awareness and Operations Course provides a hands-on training opportunity for fire department,

law enforcement and emergency management personnel to acquaint themselves with railroad-spe-

The task of protecting America’s industrial infrastructure is a daunting challenge to all of us.

With strong partnerships such as those mentioned here, CSX is one step closer to meeting our goal.

Working with the Military to Protect Civilians
Executive session participants discussed the
importance of collaborating with the military to
secure installations and to apply defense technolo-
gy or other resources, as appropriate, to law
enforcement operations. The BioNet program for
example—a cooperative program between the
DHS and the Defense Threat Reduction Agency
(DTRA)—addresses the critical issues surrounding
the detection and response to biochemical attacks,
and attempts to improve upon consequence man-
agement capabilities and military-civilian coordi-
nation through coordinated plans and a variety of
standards of practice. BioNet helps the Defense
Department and DHS maintain interoperable sys-
tems and manage such resources as monitoring
and detection technologies, personnel and triage
equipment.®’” If a biochemical incident occurs,

BioNet will help direct resources as local law

enforcement responds. Though the posse comita-
tus limits military involvement in domestic law
enforcement actions, the military can serve as a
resource for critical infrastructure protection and
security for high-threat target areas such as mili-
tary installations and their surrounding communi-
ties. Executive session participants recommended
that members of the armed forces should be
included in training and preparedness for localized

consequence management efforts.38

Tribal Issues

Tribal agencies often feel they are overlooked in
partnerships with DHS and other federal, state and
local agencies. Executive session participants
emphasized the importance of DHS efforts to
include tribal law enforcement in preparing for and
responding to a terrorist attack. To that end, the

Border Patrol is working with local tribal law

37 More information on the BioNet program can be found at http://bionet.calit2.net/project.php.

38 As an aside, local law enforcement participants also emphasized that many of their employees are in the military reserve
and have been or may be called up for duty overseas. Law enforcement agencies, in cooperation with DHS and the military,
need to better determine how to assist agencies that are struggling with limited resources while these positions are vacant,
particularly during periods of heightened alert when personnel are stretched to the limit trying to conduct both crime- and
terrorism-prevention duties. Local law enforcement is committed to supporting agency personnel on active duty and their
families, as well as working to best reintegrate these men and women when they return to work.
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“DHS needs to include
Tribal law enforcement in
all their strategies for
several reasons, including
the fact that Tribal Police
protect miles of
international borders.
There must be an education
and awareness of Tribal
Police’s contributions and
the need to enhance our
capabilities. Limitations
must be overcome to
ensure our nation’s safety
is not jeopardized,
including the reality that
close to half of Tribal Police
agencies do not have
access to NCIC or
Jurisdictional authority in
cases involving non-
Indians.”

—Chief Ed Reina, Yavapai-
Prescott Tribal Police

enforcement to protect tribal lands from unlawful
entry along the more than 250 miles of borders
adjacent to tribal lands.3° Tribal police expressed a

need for an active representative on the relevant

JTTFs. They are eager to participate in partner-
ships with state, local and federal law enforcement
agencies, as well as with DHS. Executive session
participants discussed coordination issues between
tribal government and law enforcement that must
be addressed. Local agencies too must work with
tribal governments to encourage tribal involve-

ment in homeland security efforts.

Colleges and Universities

After September 11, many universities have made
great strides in working with local, state and feder-
al agencies in their region to address potential ter-
rorist threats. The university representative at the
session indicated that colleagues in college and
university security often have a close working rela-
tionship with the local JTTF and an FBI Field
Office is assigned to each university for specific
investigations on each campus. DHS encourages
colleges and universities to learn more about the
resources available to assist them in preparing for
and responding to a critical incident, including
FEMA's Disaster Resistant University (DRU) pro-
gram.*? DHS also funds the development of train-
ing and resource materials at the nation’s higher
learning institutions to be disseminated and used
nationwide.*! The Homeland Security Centers of
Excellence Office of University Programs*? is also

working with the academic community to create

39 The Under Secretary Asa Hutchinson, Directorate of Border and Transportation Security, Department of Homeland Secu-
rity gave this statement before the House Select Committee on Homeland Security, U.S. House of Representatives, on June
25, 2003.

40 FEMA has released a report, Building a Disaster-Resistant University, to help colleges and universities identify hazards,
assess risks and plan mitigation strategies. For more information on the DRU program, see DHS Today, November 1, 2004.
41 Por example, with funding from the Office of Domestic Preparedness, the Louisiana State University Agriculture and
Mechanical College and the International Association of Campus Law Enforcement Administrators (IACLEA) jointly devel-
oped an eight-hour Weapons of Mass Destruction (WMD) Awareness curriculum. This free training course is designed for all
campus public safety personnel who could respond to a WMD incident. The training includes WMD properties, effects and
methods of delivery or dispersal; decontamination procedures and other personal safety procedures; and protection for envi-
ronment and property. Participants receive a certificate of attendance and documentation for Continuing Education Units.

42 At this writing, more information on the Office of University Programs can be found at http://www.dhs.gov/dhspublic/
display?content=3013.
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learning and research environments to study areas
critical to homeland security by becoming centers
of multidisciplinary research.

Executive session participants recognized
that university security personnel are valuable part-
ners in homeland security and in safeguarding the
confidentiality and privacy interests of students and
faculty. They offer critical research and training
resources, assistance for translations and cultural

diversity awareness as well. 43

Working with Private Sector Entities
The private sector is on the front line of homeland
security efforts and is crucial to identifying and
locating terrorists as well as disrupting terrorist
networks. According to DHS, the private sector also
oversees approximately 85 percent of our nation’s
critical infrastructure.** Its security personnel are
integral partners in local law enforcement efforts to
protect vulnerable targets. It is the guardian of
many critical systems and dangerous materials.
The private sector and its security forces also pro-
vide information essential to law enforcement’s
counterterrorism efforts. The benefits of collabora-
tion are evident, but tools that would allow the pri-
vate sector and the intelligence community to share
information more easily while addressing privacy
concerns are still being developed and enhanced.
(Information sharing issues among law enforce-
ment at all levels of government are addressed in
Chapter Five.)

Department of Homeland Security Infor-
mation Network. To facilitate information sharing,

the Department of Homeland Security Information

Network (HSIN) was launched in February 2004 as
a counterterrorism communication mechanism
that connects 50 states, five territories, Washing-
ton, D.C. and 50 major urban areas to strengthen
the exchange of threat information. This commu-
nication system enables private sector representa-
tives, first responders and local officials to share
sensitive-but-unclassified data with each other
through the secure network.

At the end of June 2004, after the 50 states
were connected by HSIN, DHS (in partnership with
the private sector and the FBI) launched the Home-
land Security Information Network-Critical Infra-
structure (HSIN-CI) Pilot Program*> in Dallas,
Texas, modeled after the FBI Dallas Emergency
Response Network. The pilot program includes pri-
vate security and expands the reach of the HSIN
program to critical infrastructure owners and oper-
ators in a variety of industries and locations. At the
time of this writing, similar DHS programs exist in
Seattle, Indianapolis and Atlanta. HSIN-CI is gov-
erned and administered by local experts from the
private and public sector with the support of DHS
Regional Coordinators. The four pilot areas formed
Infrastructure Advisory Panels to help administer
and govern the program, manage information shar-
ing and validate the program applications. As part
of the HSIN-CI pilot program, more than 25,000
network members can access unclassified sector-
specific information and alert notifications 24
hours a day. The FBI Tips Program works with the
HSIN pilot cities by relaying the information it
receives from citizens about suspicious activities.

Information shared with DHS’s Homeland Security

43 See Davies, Heather J. and Gerard R. Murphy. March 2004. Protecting Your Community From Terrorism: The Strategies for
Local Law Enforcement Series, Vol. 2: Working with Diverse Communities. Washington, D.C.: Police Executive Research Forum.
44 See http://www.whitehouse.gov/deptofhomeland/sect6.html.
45 At this writing, more information on the HSIN-CI Pilot Program can be found at http://www.dhs.gov/dhspublic/display?

content=3748.
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Operations Center (HSOC) is also sent to the
HSIN-CI network to deliver targeted alerts and noti-
fications in real-time to local authorities.*® The pilot
programs were scheduled to be evaluated at the end
of 2004 to determine reliability for other cities.

Working with Building Staff. In some
localities, local law enforcement is working with
building workers, including apartment doormen,
maintenance workers and building owners. These
individuals who staff reception areas, hail taxis,
open doors, fix appliances and manage rents can
identify suspicious activity for law enforcement.
These individuals must be aware of the threat of
and response to suspicious packages, for example.
They can also assist with evacuation plans and
other efforts to support law enforcement.

For example, in New York City, an off-duty
police detective has taught a class to the building
workers’ union.*” Each building worker’s employer
pays $100 for each employee to attend. The build-
ing owners’ greatest incentive is to develop a safer
building with trained staff. The building workers
learn, for instance, the potential for an extermina-
tor’s canister to be used for spraying chemical
agents, and appropriate precautionary steps.
Unfortunately, it is estimated that it took longer
than a year to train 28,000 residential building
workers in New York City. Classes were accelerated
for workers near Madison Square Garden because of

the Republication National Convention held at the

end of August 2004. A one million dollar training
fund created by a contract between the union and
real estate management companies, who represent
owners and renters, paid for the classes.

Working with Highway and Delivery Per-
sonnel. Millions of miles of highways, and a vast
number of bridges, tunnels and overpasses are pro-
tected by the transportation system personnel who
drive and repair them everyday. Commercial truck
and bus drivers, school bus drivers, highway mainte-
nance crews, bridge and tunnel toll collectors and
others report suspicious activity to local law
enforcement. The Transportation Security Adminis-
tration (TSA) within DHS augments these efforts
through the Highway Watch*® program, which is
administered by the American Trucking Association
(ATA). This cooperative agreement with ATA trains
professionals to identify and report safety and securi-
ty concerns. The program also provides guidance on
how transportation professionals should respond if
they or their cargo are the target of terrorist attacks,
as well as how to share valuable information with
DHS. Members of the Highway Watch program
receive alerts from the TSA and information that can
help prevent terrorist activity, communicate road
safety concerns and provide aid in crisis situations.*’

TSA encourages local law enforcement to
partner with state trucking associations and others
in the program. Executive session participants also

lauded efforts by local law enforcement to apply

46 The HSIN-CI network does not require additional hardware or software for information to be communicated from the
HSOC to federal, state or local participants. If information needs to be delivered, devices such as wired and wireless tele-

phones, email, fax and pagers are used.

47 For an example of how New York City is working with doormen, see Moore, Martha T. “Doormen Out Front in the War

on Terrorism,” USA Today, July 11, 2004.

48 At this writing, more information about the Highway Watch Program can be found at http://www.highwaywatch.com/.
For an example of how truck drivers are participating in Alabama, see MacDonald, Ginny. “Truck drivers looking for trou-

ble, reporting it.” The Birmingham News. July 12, 2004.

4 The Highway Watch program links transportation professionals with first responders, including law enforcement, and the
intelligence community via TSA’s Transportation Security Coordination Center (TSCC) in Virginia. A truck driver who wit-
nesses a suspicious event can call the National Highway Watch Call Center, which will in turn immediately alert the TSCC.

Local and national response teams are